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(54) METHOD AND SYSTEM FOR CRYPTOGRAPHIC COMMUNICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To remarkably increase the 
number of session keys and master keys handleable at 
an information transmission station by reducing the 
number of pieces of key information for change by 
transmitting the session key, which is enciphered by 
each master key for destination, just for plural 
destinations. 

SOLUTION: When changing the session key, first of all, 
the destination is turned into destination to change the 
session key by a key managing server 1 1 at the 
information transmission station, a newly generated 
session key is enciphered by the master key for session 
key distribution for each destination, and key information 
for change is generated and transmitted. Afterwards, key 
application timing information is generated for reporting 
the application timing of the new session key 
transmitted by the key information for change to an 
information reception station and the destination is 
transmitted as the destination to change the session 

key. Besides, together with the transmission of key change timing information, the session key 
for the relevant destination preserved in a session key retrieving part 13 is changed to the new 
session key. 
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